Premier Communications
339 First Avenue NE
P.O. Box 200
Sioux Center, Jowa 51250

ANNUAL 47 C.F.R. § 64.2009(¢) CPNI Certification - REVISED
EB Docket No. 06-36

Annual 64.2009(e) CPNI Certification for 2007 - REVISED
Date: February 13, 2008 (Revised September 16, 2008)

This filing is being made by Premier Communications as required by 47 C.FR.
§ 64.2009(e).

Companies covered by the attached Annual 47 CF.R. § 64.2009(e) Certification ({the
“Certification”) include the parent and its wholly-owned or controlled subsidiaries which
are “carriers” (collectively, the “Company”) as follows:

Company Name Form 499 Filer ID
Mutual Telephone Company 801123
Northern Iowa Telephone Company 801126
Webb-Dickens Telephone Corporation 801129
Premier Communications, Inc. 816258
Vernon Communications & TV, Inc. 816268

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered “affiliates” of the Company. Where appropriate or required, the
Company’s CPNI policies apply to and may reference the Company and its affiliated
companies.

LS reurs

Douglas A. Boone
Chief Executive Officer



Premier Communications
339 First Avenue NE
P.O. Box 200
Sioux Center, lowa 51250

fxkibit 1
Accompanying Statement

Premier Commupications (“Company™ maintaing the foliowing operating procedures (o ensure compliance
with the rules set forth in 47 IR, Part 64, Subpart U:

Section 64,2005 Hse of ‘enstomer proprietary network information without customer
gpproval

(2) Any lelecommunications carrier. may use, disclose, or permit access o CPNI for the putpose of
providing or marketing seryvice offerings among the categories -of service (L.e, Tocal, interexcliange, and
CMR8) toiwhich the customet already subseribes fions the same carrier, without customer approval.

(1) If a felecommunicalions carrier provides different categories of service, and a customer
subscribes 1o more than one category of servite offered by the carrier, the. cafrier is permitted to sharg
CPNI amorig the carrier’s affiliated cntities that provide a service offering to the customer.

(2} I a telecommunications carrier provides different categories of service, bt a customer does
not subscribe to more than one offering, by the carrier, the carrier i not permitied 1o share CPNE with #s
atfiliates, except as provided in §64.2007(b).

(b) A telecommuicutions cariier may not use, disclose, or permit access to CPNI o market to &
qusiomer service ollenngs Ihat arevithin a category’ of service to which the subsoriber does not dheddy
sibscribe from that arrier, unless:that. carrier has customer approval to do 50, except as described in
paragraph(c) of this ect;ton '

() A mreless Y owcier may use, disclose, or permit aceess to CPNI.detived from its provision of
CMRS, without customer approvil, for the provision of CPE and information servige(s). A wireline carrier
may use, disclose or permit access to CPNI devived from fis provision of local exchange scrvice or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fx store and forward, and protocal conversion.

(2) A telecommunications carrier may not use, disclose, or permit access 10 CPNI o identify or
track customers thai cull competing service providers. For example, a local exchange carrier may not use
focal service CPN1 to track-all customers that call local service competitors,

©) A wlecommunicalions carsermay tse, disclose, or permit access to CPNL, without customer
approval, as described fnthisparagraph (¢

(1} A telecommunications carrier may use, disclose, or penmit access 10 CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and répair seivices.

{2} CMRS providers may use, disclose, or permit access to CPNJ for the purpose of conducting
research on the heaith effects of CMRS,



{3y LECs, CMRS providers, and interconngcted Vol providers may use CPNE, without customer
approval, to market servives formerly known as sdjunct-to-basic sorvices, such as, but not Emited 1o, speed
dialing, computer-provided directory assistance, ¢all monitoring, call tracing, cali blocking, call remwn,
vepeat dialing, call tracking, call waiting, caltor 1D, call forwarding, and cortain Centredt featupes.

{d) A telecommunications carrier may use, disclose, or permit aceess 1o CPNT to protect the vights
or property of the carrier, or to protect users of those services and other carriers from frandulent, abusive, or
unlaveful use of, or subseription to, such services.

The Company has edopfed specific CPNI policies to ensuie thér in the absence of customer approval,
CPNY is only used by-the Company to provide or market service offerings among the categories of
service (Le., local, Intérexchinge, and CMRS) to which the customer airéady subserthes.  The
Company's CPNI poficies prohibit the sharing of CPNI with affilinted compardes, except as permitted
wnder Rule 64.20056)(1) or with customer approval pursuant to Rule 64.2007(h). The only exceptions
10 these policies are s permitied nnder 47 U8 .C. § 222(4) and Rule 64.2003,

Section 64,2007 Approval required Tor use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or eleconic
methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approva] has been given in-compliarce with the Comemission’s rules in this part,

(2) Approval or disapproval to use, disclose, or pormit access Lo a customer’s CPNT obiained by a
tetecommunications carrier mtst remain in effect untl the customer revokes or Himits such approval or
disapproval,

(31 A iclecommunicdtions carrier must mainfain records of approval, whether oral, writien or
electronic, for at least one year,

In all circumistances where customer approval is required to use, disclose or permit access fo CPNI, the
Company's CPNT policies require thar the Company obtain customer upproval through. written, oral or
electronie methods in compliance with Rule 54,2007, A custorer's approval or disapprovel remeains in
effect wnkit the customer revekes or limits the approval or disapproval. The Company maintains records
of customer approval (whether written, oral or electronic) for @ miniimam of one year,

(o) Use of Opt-Oue and Opt-In Approval Processes, A teiecormmunications carvier may, suhieet
10 opt-out approval or opt-in approval, use its customer™s individuatly identiffable CPNJ for the purpese of
marketing communications-related services to that customer, A telecommunications carrier may, subject 1o
opt-out approval ot opt-in approval, disclose-its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, o i1s agents and its affiliates that provide
communicationsrelated services. A telecommunications carrier may also permit such persow or entities 1o
obtain access t such CPNI for such purposes. Except for use and disclosure of CPNI that is permitted
without customer approval under section §64.2003, or that is described i this paragraph, or as otherwise
provided in section 222 of the Communications Acl of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its custorret’s individaally identifiable CPNI subject o opt-in
approval.

The Company does not wse CPNI for any purpose (cluding mgrkeing commuanications-reluted
services) gnd does ot disclose or grant access fo CPNE 0 any party (ncluding to agents or affifictes that
provide communications-related services), except ay permitted under 47 US.C. § 22208) and Rule
654.2005.



Section 64,2008 Notice required for use of customer proprictary netwaork information.

(&)  Notification, Generglly, (1) Peior to any solicliation for customer approval, «
refecommimications carsier-must provide notification to the ciistofel of the customer’s right 10 restriet use
of, disclose of, and access to that customer's CPNL

(23 A telecommunications cartier must malntain records of notilication, whether oral, wriiten or
electronic, Tor at least one'year,

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit aceess to customers” CPNL

(c) Content of Novice, Customer notification nwust provide sufficient Tnformation te enable the
customer 1o make an mformed decision as W whether to permit a carrier fo use, disclose, or permig access
ta, the customers PN,

{1} The notification most state that the customer has a right, and the carrier has o duty, under
foderal law, to protect the confidentiality of CPNI.

(2) The notificdtion must specify the types of informaton that constituie CPNT and the specific
cnlities thar will recetve the CPN), describe the pugposes for which CPNI will be used, and inform the
customer of his or her right 1o-disapprove thoss uses, and deny or withdraw access 1o CPNI at any time.

(3) Thenotification must advise the customer of the precise steps 1he customer must teke in order
to grant or denv aceess ro CPNI, and must chearly stafe that a denizl of approval will not affect the
provision of any services to which the customeér snbseribes.  However, carriers may provide & brief
statemens, in & clear and neutral language, describing conscquences directly resulting from the lack of
access to CPNIL

{4) The wotification must be comprehensible and must not be misleading:

(5} If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be pladed in an avea so as 1o be readily apparent to & customer.

(6) If any portion of a ndtification is translated into anofher language, then all portions of the
notification must be tranglated into that Jeapuage.

{7} A carrier may state in the notiffcation that the.customer’s appioval to use CPNI may cnhance
the carrier’s ability 1o offer products and.services talored 1o the customer’s néeds. A carrier also may state
in the notification that it may be.compelléd to disclose CPNI 1o any person upon affirmative Written reguest
by the customer,

{8) A carrier may not inglude in the rotification any statement attempting to cneonrage a customer
to fréeze (hird-party access to CPNI,

{9 The notification mast state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subseribes from that canver is valid untl the cuslomer
affirmatively revokes or limils such approval or dendal,

(1) A telocommunications cartier’s solicitation for approval must be proximate to the

netification of a custoirier’s CPNI rights. '

Fhe Company's CPNI policies require fhat cusiomers be nofified of thelr rights, end the Company's
obligations, with respect to CPNI prior yo any solicitativn for customer approval, Al requived customer
nolices (whether written, oral or clectronicl comply with the reguirements of Rule 64.2008. The

LT



Cosyprany mainiuiny records of ofl required customer notices (whetlier writtest, oral or electronic) for a

minimgm of one yedar.
A telecommunications carrisr must provide

(dy  Notice Reguirements Specific o Opt-Cut.
notification to obtain opt-out approval through clectronic or written methods, but not by oral

conmmurication {except as provided In paragraph (f) of this soction). The contents of any such notificaiion
must comply with the requirements of paragraph (c) of this section.
(13 Carriers muest wall @ 30-day minimum poriod of time after giving customers notice and an
oppurtinity 1o opt-out belore assiming customer approval 10 use, disclose, or permit access to CPNIL A
carrier may, in its discretion, provide for a lenger period.  Carriers must notify customers as w the
applicasle waiting period lor & response before approval is assumed,
() Inthe case of an electrondc Torm of notification, the waiting period shall begin to run from the

date on whichthe notification was sent; and
(if) In the case ol notification by mail, the waiting period shall begin 1o run on the third day

foliowing the date that the gotification was mailed.
{2y Carriers using the opl-owt mechanism raust provide netices to thedr customers overy two

years.
{33 Teleconmmunications carriers that use ¢-mail to provide opt-out notices must comply with the

following requirernents in addition to the requirements generally applicable to notification:
(1) Carriors must obtain express, veriliable, prior approval from consumers w send natices viz e

mail regarding their service In general, or CPNI in particular;
(i} Carriers must aliow customers to reply directly to e-mails contuining CPNT notices v order to

Opt-oug;
(i) Opt-omt e-mail notices that are returned to the carrier ay undeliverabie must be sent fo the
custbmner in another form before cartiors may consider the customer to have received netice;

(iv) Carriers that.use e<inail to send CPNI noticés must ensure-that the subjoct Hineof the message

clearly and accurately identifics the subject matter of tht-¢-mail; anid

(v) Telecommunications carriers must make available to every customer a method to-opt-out that
is of o -additional cost 10 the costomner and that s available 24 hours # day, seven days a wdek. Carriers
may satisty this requirBment through a combination of methods, so long as all custemers have the ability fo

opt-out at no cost and are able to effectuate that choice whenever they choose.
The Company does not crerently solicit "opr out™ customer approvel for the use or disclosure of CPNI,

The Conipany does not use CPNI for any parpose (incinding wmarketing comumunications-related
services) and does not disclase or grant access to CPNE {0 any party (including o agenis or gffiliaies thet

Provide commurications-related services), except as permitfed wnder 47 U8.C. § 222(d) and Rule

64,2005,
A telecompmunications carrier may provide

(¢} Noltice Requirements Specific (o Opt-in.
natification to obiain opt-in approval through oral, written, or electronic methods, The contents of any such
notification must comply with the requirements of paragraph (¢} of this section,
The Company does not currently soliclt "opl in" cusiomer approval for the use or disclosure of CPNI,
The Company does not use, disclose or grant access to CPNI for any purpaose, to any party or in any
miginer that would reguire o customer's “opf in" approval under the Commissipn’s CPNI Rules.



(D Matice Reguiremenis Specific to One-Time Use of CPNE (1) Carriers may use oral notice 1o
altain Himited, one-time use of CPNI [or inbound and outbound customer tefepimne contacls for the

duration of the call, regardless of whether carriers use opt-out ot opt-in approval based on the nature of the
comagt,

(2) The contents o any such notification wust comply with the requirements of paragraph (¢) of
this section, except that telecommunicaticus carriers tiay omitany of the following fotice provisions if not
relevant fo the Hiniicd use for which the carrier seeks CPNE:

(i) Carriers need not advise customers that if they have opted-out previously, no action is necded
¢ maintain the opt-out election;

(i) Carrigrs need not advise customers that they may share CPNT with their affiliates or third
parttes and need not name those snities, if the Hmited CPNI gsage witl not result in use by, or disclosure
to, an affiliatc or third party;

(i) Carriers'meed not discloye the means by which a customer can deny or withdraw future acoess
to PN, 5o long as carriers explain (o customers that the scope of the approval the carrier seeks is limited
o one-time use; and

(iv}y Carriers may 4 omit diselosure of the precise sfeps & customer must take inorder o grant or

deny access 1o CPNY, & long as the carrier clearly communicates that the customer can deny access 1o his
CPNI for the all,

I fistgnees where the Company seeks ane-time customer approval for the use or disciosure of CPNE,
the Company obtaing sucl approval in accordance with the disclosires, methods and reguirements
contained-in Rule 2008,

Bection 64.2009 Safegnards required for use of customer proprietary network information,

{a) Tolecommunications carriers must implement a system by whicl: the status of a customer’s
CPNI approval can be clearly ostablished prior to the use of CPNIL

The Company’s- billing spstery allows qutharized comparty personnel fo easily defermine the stetus of o
cristomer's CPNT approval on the customer account Sereen prior to the use or disclosure of CPNI

{b) Telecommunications carriers mast train thelr personnel as to when they are and are not
authorized to use CPNJ, and carriers must have an express disciplinary process in place.

The Company, has established CPNI-compliance policies that include employee training on restrictions
on the use and disclosure of CPNT and required sifegrardy fo protect wgainst unanthorized use or
disclosure of CPNIL Employees have signed that they wnderstand the CPNE policies and « viclation of
thase polictes will result in discipliniry defion,

{c) All carriers shall maintain a record, electronidally or in some other manner, of thelr own and
thear affiliates’ sales and marketing campajgns that use their custoimers’ CPNIL Al carriers shall maintain a
record of @il instances where CPNI was disclosed or provided to third parties, or where thivd partjes weré
aliowed dceess 1o CPNL The record minst include a description 6F cdch campaign, the specific CPNI tha
was used in the campaign, and what products and services were offered #is 4 part of the campaign, Carriers
shall retain the record for a minimum of one year,

The Company’s CPNE poifcies reguive that aff sales and muarketing campaigns including these utilizing
CPNI be recorded and kepe on file for af least one peqr. Recordy are also maintained for disclosure or
access o CPNL by thivd parties. The records include the regiired information listed in Kule 64.200%(c),



{d). Telecommunications catriers must eslablish e supervisory review process regarding carrier
coimplienee with the rufes in this subpart for out-bound marketing situations and maintain records of carrier
compliance for 2 minimum period of one year. 8pecifically, sales personsel musi obtain supervisory
approval of gny proposed out-bound marketing request-for eustomer approval.

The Company's CPNI policies require einployees to obtain appioval from the Company’s CPNI
Complinnce Officer for ali marketing camipaigns, inclieding those atitizing CPNI prior to initiating that
ewnpuign.  Record of the murketing campaigns, along with the approprivie supervisory approval s
maigtained for at least one pear. '

{2) A lecommunications carrier must have an officer, 45 un agent of the carrier, sign and file
with the Commission g compliznce pertificale oa an anpual basts. The officer must staie in the certification
that [e or she has personal knowledge that the company has cstablished operating procedures that are
adequate to ensure compliance with thic zoles in this subpart. The carrier must provide a statement
accompanying the certificate explaining how ils operating: procedures. ensure that it is or s not in
compliance with the roles in this subpart. o addition, the gwiier must inelude an explanation of any
actions taken against data brokers and. a-snmmary of all customér complaints received i the past year
concerning the unauthorized release of CPNI. This filing must be made amually with the Baforcement
Byreau on or before March 1 in EB Dacket No. 46-36, for dais pertaining lo the previons calendar year,

The required officer certification, actions fuken against dwta brokers and suwemary of customer
compluint dociments are included with this sccompanying statement.  The Company will file these
documents on an wariel busis on or before March I for data perfnining fo the previous calendar year.

{f) Carriers must provide writfen notice within {ive business days to the Commission of any
instance where the opt-out mechauisms do riol work proparly, 1o such a degree that consumers® inability to
opt-olt iy more than an anomaly.

{1) The natice shall be in the form of a lelier. dnd shall inciude the carrier’s name, a description of
the opt-out mechanisim(s) used, the probiems(s) experienced, the romedy proposed and when it will bofwas
implemented, whether the relesiant slate ‘camrission(s) has been notified and whether it has faken any
action, # copy of (he nolice provided to customers, and contagt information.

(2} Soch notice must be submitted even if the carrier offers other methods by which consumers
may opt-cut.

The Company doex not currently seliclt “opt-our™ customer approveal for the use or disclosure of CPNL
Seetion 642016 Safepuards on the disclosure of customer proprietary network information,

{2} Safeguarding CPN/. Telecommunications carriers musi take reasonable measurés to discover
and protect spainst attempis fo gain unauthorized access 10 CPNI Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNT based on customer-initiated telephone contact,
online zecount access, Or-an in-store visit.

The Company's CPNI policies and employee training include reasonable measures (o discover and
proteet aguinst activity that iy indicative of preiexting and emplopees are instructed o nofify the CPNI
Complignee Officer if auy such activiry is suspected,

(by Telephone access 1o CPNL Telecommunications carriers may only disclose call detail
mformation over the telephone, based on customer-initiated telephone contact, if the customer first
provides the carvier with a password, as described in paragraph (¢} of this section, that Is cor prompted by
the carrier asking for readily available bivgraphical information, or accoun! information. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer’s address of record, or, by calling the customer at the (elephone number of
record, 1fthe customer is able to provide call demil information to the telecommunications carriar during a



customer-initiated call without the teleconumunications carrier’s assistance, then the telcconununications
carrier is permitted to discuss the call detad] information provided by the custonser,

The Company’s CPNI poticies ensure that a custommer is only able to access call detail information over
the telephone in one of the ways listed in Rule 64.2010(0). If the customer cannot remember their
password, tiey are prompled (o answer @ securily question.  Nelther the password nor the security
grestion are based on readily available biographical fformation or account information.  Castomer
service representutives are instructed lo anthenticate customers over Hite telephone in-aff instances exéept

in the case where the casiomer provides the coll detil information withour the wssistance of the
Company.

(¢} Online access to CPRL A telecormmanications cartier must authenticate o cusfomer withiout
the usc of readily available biographical information; or account information, prior 1o allowing the
custormer onling dcdess to CPNI related to g felecompumications service account. Qnce authenticated, the
cuslomer may only obiain online access io CPNI :elazed to 4 tlecommunications service account through
password, as described in paragraph (e} of this scetion, thal is not prompted by the carrler asking for xead!l)
available biographical information, or account mformation.

The Company's CPNI policies requive customer authentication witheur e use of readily aveilable
biographical informution or accouny infarmation prior fo inltinlly paiving accesy to an account online.

Once the customer Is authenticated the customer s required fo wse a password to obtain online access to
CPNL

() In-Store access to CPNI. A icleconmumications carrier may disclose CPNI 10 a customer
who, at-a Carrier’s retail location, first presents fo the telecommunications carrtéy or its dgent & witid photo
1Dy matching the customer’s aceount information.

The Company’s CPNI policies altmw the Company 1o disclose call detail CPNT 1o the cusiomer at w refall
focation after presenting.n valid phote 1D that matches the customer's accownt informuation.

() Establishiment of a Password and Back-up Awthentication Methods for Lost ar Forgotien
Passwords. 'To establish a password, a telecommunications carrier must suthenticate the customer wnﬁmut
the use of readily available biographical information, or svcount information. Telecommunications varriors
may create a back-Up customer authentication method in the event of & lost or forgotien password, but such.
back-up customer authentication method may not prompt the customer for readily svailable biographical
informmtion, or account information.  If a customer cannot provide the correct password or the gofrect
respense for the back-up ¢ustamer authentication method, the customer must establish 2 new password as
described in ihis paragraph.

The Company’s CPNI policies allow for a few wags to establish a password, all of which ensure
camplitinee with the above paragraph. Each method also allows vie customer to estublish a back-up or
securify question in the gveird ihat they forget their password, In fw event does the Company use readily
available blographical information or account information as a back-up question or ay @ means to
astablish i password or authenticete the Eusionicr.

(fy  Norification of accownt changes.  Telecommunications carriers must nofify customers
immediately whenever a password, customer response (o @ back-up means of authentication for lost or
forgotten passwords, online account, or address of record i created or changed. This notification is not
required when the customer initiates service, including the sefection of'a password ar service initiation.
This notification may be through a carrier-orighnated voicemail or text message o the welephone number of
record, or by mail 1w the address of record, and must not reveal the changed information or be sent 1o the
new account information.

The Company’s billing system generatey a nolification lewter when any of the fields listed i Rule
64.2010() Is created or changed. The Company immedintely mails out the notification to the address of



record (never a new address) when reguired by Rule 64.201000. The content of the notification complies
with the requivements of Rule 64.2010(f),

{g}  Business Customer Exemption.  Telecommumications. carviers may bind themselves
contracing ly 1o authentication regimes other than those described in this section forservices they provide
to their business customer that fiave both a dedicated accownt ropresentative and a contract that specifically
addresses the catriers’ protestion of CPNI,

The Company does not 1tilize the business custonier exception ar-this fime.

Section 64.2611 Notification of customer proprietary network information securily
breaches.

{a) A telecommunications carrier shall notify Jaw enforcement of a hreach of its customers” CPNI
as provided in fhis section. The carrier shall not notify its cusiomers or disclose the breach publicly,
whether voluntarily or under state or [ocal law or these rules, until it has-completed the process of notifying
law enforcement pursuant lo paragraph {b).

(b) As soon as praclicable, and in no evenl later than seven {7) husiness.<lays, after reasonable
detormination of the hreach, the leiecmmnmncauom carrier shali eleelrommflv notify the: United ‘Siams
Becrel Service (1SS8) and the Federal Burcau of Investization (1“81} through a dontral Teporting faciiity.
The Commigsion will mainizin a link to the reporting Tacility af hiip/fwww.fos.povieh/epni

(1) Notwithstanding any state law o the contrary, the carrier shall nol notfy customers or
disclose the breach to the public unid) 7 full business days have passed after notification to the USSS and
she FI31 except as provided in puragraphs (2) and {3).

{(2) 1 the carrier believes that there is an cxrsanrdm;m!y urgent need to notify any class of aflected
customers sooner than otherwise allowed under paragraph (1), in- order-to avoid immediate and irreparable
fearm, it shall so indicate in its notifi cation ‘and my procedd: to-immeadiately notify its affected customers
only afler consultation with the relevant investigating dgency. “Fhie carrier shall cooperate with the relevant
investigating agency”s request. to minimize any adverse cffcm of such cistomer notification,

(3) Il the relovan mvesnwarmg, agency. determitpes {hat the public disclosure or notice 1o
sustorners would impede or wmpmmlse an ongoitig or potential criminal investigation or narional seeurity,
such agency may direct the earrierinot 10 so discloseor noufy for ail initial:period of up. to 30 days. Such
periot may be extended by the agency as reasonabls necessary in the judgment of the agency. If such
dirpetion. s given, the agency shall nowfy the-carrier when it appears that public disclosure or notice to
affectwd customers willno longer impede or compromise a criminal investigation or national seeurity. The
agency shall provide ih writing its mitial direction to the camrier, any subscguent extension. and any
notification that notice will no fonger impede or Compromise a eriminal investigation or national security
and sech writings shall be eontemporaneously logged on the same reporting facifity that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintais & record, elecironically or in some other manner, of
any breaches discovéred, nofification made w the USSS and the FBI pursuamt to paragraph (b}, and
notification made to customers. The record must inchude, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for 2 minimum of 2 years.

The Cormpany has policies and procedures In place to ensure compliance with Rule 84,2001, When it Is
reasonably determined  that a breach has oCcivved, the CENE Coinpliance Officer will notify faw
enforcement and its customer in the reguived timeframes. A record of the breuch will be maintained. for
a mipimpm  of two yewrs and wifl include oll  informictien required by Rule 64,2011



